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IoT Foundational Services
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Image Recognition Voice Recognition | Psychological Localization Sefunty -
¢ Privacy
Detection
Smart Home
Smart City [81]. [119], [120] [116]. [117]
Energy [107]
2 ITS [125]. [126] [108]
g Healthcare [82], [128], [129], [131] | [130] [132]
é Agriculture [83]. [135]-{139]
| Education [145] [77]
= [ Industry [78]. [147] [54]
Government [84]. [150], [152]
Sport [154]-[156] [157]. [158] [97]
Retail [159]-[162] [99] [163]
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. Usage of DNNs

Domain

AE | CNN | DBN | LSTM | RBM | RNN

[81]-[83], [119]. [120]
Image Recognition [150] H;Z: ::ig: }:iz} (31 [147] [156] [155], [156]
[154], [158]. [160]

Physiological & ? [98]. [100]. [102]
Psychological Detection (104). [105] [103]. [105], [106] El (100}. f101) (103}, [104), (106]
Localization [93]. [94] [95]). [96] [97] [92]
Privacy and Security [110] [107], [109]
Smart home [113] [113]
Smart city [81], [119], [120] [116] [117]
Energy [123] [123] [123] [86] [121] [122] [122]
ITS [125]. [126] [108] [124] [79] [79]
Healthcare [82], [128], [129], [131] [132] [133] [132]
Agriculture [83]. [135]-[139])
Education [145] [144] [143], [144]
Industry [146], [148], [149] [78] [147]
Government [150] [84]. [152] [151]
Sport [154]. [157]. [158] [156]. [158] [155]
Retail [159]-[162] [163]
IoT Infrastructure [164])-[166] [169] [168]
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Work | Application Type of DNN | Depth | Layers Sizes Training Time | Test Time
[79] Transportation analysis RNN+RBM 2 R(100)-RBM(150) NA 354 (s), whole test sct
as o RBM 4 500-300-150-50 X
[92] Localization DBN 4 300-150-100-50 NA NA
SdA 3 26-200-200-71 451 (s)
S DBEN 3 26-300-71 110 (s)
Bl |Losiatin ML-ELM 5 26-300-300-1500-71 14 (s) ™
SDELM 5 26-300-300-1500-71 24 (s)
[94] Localization SdA | 163-200-200-200-91 NA 0.25 (s)
C(55 %55 x96)-LRN-P-
C(27x27 x256)-LRN-P-
A 2 C(13x13x384)- :
98] Pose detection CNN 12 Cl13x 13%384) NA 0.1 (s)
C(13x13x256)-P-
F(4096)-F(4096)-SM
C(384)-C(20544)-C(20544)-
[100] | Human activity detection CNN+LST™M 7 C(20544)-1.(942592)- 340 (min) 7 (s), whole test set
L(33280)-SM
[101] Human activity detection LST™ 5 L(4)-FF6)-L(10)-SG-SM NA 2.7 (ms)
[107] FDI detection DBN 4 50-50-50-50 NA 1.01 {ms)
[109] Malware detection DBN 3 150-150-150 NA NA
Ce64x 11 x11)-C(256x5%x5)-
[120] Parking space CNN 8 C(256x3x3)-C(256 x3x3)- NA 0.22 (s)
C(256 x 3 x 3)-F(4096)-F(2)-SM
QRX M AL 29.6 (ms) on GPU
[126] | Traffic sign detection CNN 6 C(14 % 14 x50)-P- NA -—1764 (ms) o CPU
FC(250)-SM G B
[128] | food recognition CNN 22 Used GoogleNet [75] NA 50 (s)
~ s = C(96xTx7)-P-
[135] | Crop recognition CNN 6 C(96 x4 4)-P-F(96)F(96) 12 (h) NA
. = C(6x 28 % 28)-P-
[145] Classroom Occupancy CNN 5 CU16x 10x 10)-P-F(120) 25(h 2 (s) (4 thread)
[146] | Fault diagnosis AE 4 300-300-300-300 NA 91 (s)
[152] Road damage detection CNN 8 Used AlexNet [37) NA 1.08 (s)
[155] | Classifying offensive plays | RNN 3 10-10-11 NA 10 (ms)
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[ Method / Technology | Reference | Pros | Cons |
e Not general for all DL models
Network Compression [184] [186] [187] | e Reduce storage and computation * Need specific hardware
' > S e The pruning process bring
overload to training
Approximate Computing | [188]. [189] ¢ Makes fast DL models e Not suitable for precise systems
& Save energy
Accelerators [91] [185] [190] o Integrates DL model with the hardware . Does not work with the traditional
h [191] [192] [193] o Efficient computations hardware platforms
o Good for time-critical ToT apps
Tinymote with DL [194] e Energy-efficient e Special-purpose networks
& Provides more security and privacy for data
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Analytic Interface
(e.g., REST API)

DL Frameworks
(e.g., Tensorflow, Theano, Caffe, etc.)

Libraries
(e.g., cuDNN)

Drivers
(e.g., CUDA)

Processing and Accelerators
(e.g., CPU, GPU, FPGA, TPU)
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| Product | Description | Application | Platform |

Intelligent

Amazon Alexa personal Smart home Fog
assistant (IPA)

Microsoft Cortana | IPA Smart Car, XBox | Fog

. Smart Car,

Google Assistant IPA Smart home Fog

IBM Watson Eugm[we IoT domains Cloud
ramework
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